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	2025& 2026 Project Title
	Year

	
	CLOUD COMPUTING
	

	1
	Blockchain-Based Privacy-Preserving Deduplication and Integrity Auditing in Cloud Storage
	2025

	2
	Privacy-Preserving Keyword Search With Access Control for Secret Sharing-Based Data Outsourcing
	2025

	3
	Achieving Efficient and Privacy-Preserving Reverse Skyline Query Over Single Cloud
	2025

	4
	Enhancing Cloud Job Failure Prediction With a Novel Multilayer Voting-Based Framework
	2025

	5
	A Novel Pairing Free Revocable Certificateless Encryption With Ciphertext Evolution for Healthcare System
	2025

	6
	MediVerse: A Secure and Scalable IoT-MR Framework for Real-Time Health and Performance Monitoring
	2025

	7
	Healthcare Economics-Vital Threat Detection System Efficiency: A Business Process Analysis Methodology
	2025

	8
	BP-Vot: Blockchain-Based e-Voting Using Smart Contracts, Differential Privacy, and Self-Sovereign Identities
	2025

	9
	Automated Fog Node Audit and Certification Scheme With Multiple Attestation Certificate Authorities
	2025

	10
	A Verifiable and Secure Industrial IoT Data Deduplication Scheme With Real-Time Data Integrity Checking in Fog-Assisted Cloud Environments
	2025

	11
	A Secure Key-Aggregate Keyword Retrieval Scheme Over Encrypted Data in Cloud Computing
	2025

	12
	Automated Fog Node Audit and Certification Scheme With Multiple Attestation Certificate Authorities
	2025

	13
	Cybersecurity in Cloud Computing AI-Driven Intrusion Detection and Mitigation Strategies
	2025

	14
	EVSEB: Efficient and Verifiable Searchable Encryption With Boolean Search for Encrypted Cloud Logs
	2025

	15
	Holistic Cyber Risk Assessment in the Cloud Continuum: A Multi-Layer, Multi-Domain Approach
	2025

	16
	Multi-Factor Replica Placement Strategy for Resource Failure Extenuation in Cloud Replication Environment
	2025

	
	
	

	
	BLOCKCHAIN
	

	1
	Ambient Intelligence to Detect Misuse of Electricity Consumption Based on IoT Using Blockchain Technology
	2025

	2
	Blockchain-Envisioned UAV-Aided Disaster Relief Networks: Challenges and Solutions
	2025

	3
	Lightweight Blockchain for Data Integrity and Traceability in IoT Networks
	2025

	4
	Optimization of the Traceability of Perishable Products Through Light Blockchain and IoT in the Food Industry
	2025

	
	
	

	
	DATA MINING
	

	1
	Customer Behavior Analysis and Predictive Modeling in Supermarket Retail: A Comprehensive Data Mining Approach
	2025

	2
	Detection of Rumors and Their Sources in Social Networks: A Comprehensive Survey
	2025

	3
	From Bag-of-Words to Transformers: A Comparative Study for Text Classification in Healthcare Discussions in Social Media
	2025

	4
	Heterogeneous Social Event Detection via Hyperbolic Graph Representations
	2025

	5
	HidAttack: An Effective and Undetectable Model Poisoning Attack to Federated Recommenders
	2025

	6
	Job Demand Estimation Using Text Embeddings of Patent Classification Codes and Occupational Data
	2025

	7
	Tricolore: Multi-Behavior User Profiling for Enhanced Candidate Generation in Recommender Systems
	2025

	
	
	

	
	INFORMATION FORENSICS & SECURE COMPUTING
	

	1
	Adaptive Policy-Oriented Cybersecurity: A Decentralized Framework Using Message Passing Algorithms for Dynamic Threat Mitigation
	2025

	2
	Advancing Passwordless Authentication: A Systematic Review of Methods, Challenges, and Future Directions for Secure User Identity
	2025

	3
	CyberForce: A Federated Reinforcement Learning Framework for Malware Mitigation
	2025

	4
	Decoding Phishing Evasion: Analyzing Attacker Strategies to Circumvent Detection Systems
	2025

	5
	Identity-Based Authentication for On-Demand Charging of Electric Vehicles
	2025

	6
	Nip in the Bud: Forecasting and Interpreting Post-exploitation Attacks in Real-time through Cyber Threat Intelligence Reports
	2025

	7
	On the Vulnerability of Data Points under Multiple Membership Inference Attacks and Target Models
	2025

	8
	Towards Efficient and Certified Recovery from Poisoning Attacks in Federated Learning
	2025

	9
	Toward Secure Electronic Voting: A Survey on E-Voting Systems and Attacks
	2025

	10
	A Novel Pairing Free Revocable Certificateless Encryption With Ciphertext Evolution for Healthcare System
	2025

	11
	HADES: Detecting and Investigating Active Directory Attacks via Whole Network Provenance Analytics
	2025

	12
	Secure Biometric Verification in the Presence of Malicious Adversaries
	

	13
	Securing Software Defined Networks: A Comprehensive Analysis of Approaches, Applications, and Future Strategies Against DoS Attacks
	2025

	14
	Security Analysis and Performance Evaluation of Certificateless Proxy Re-Encryption for Blockchain Applications
	2025

	
	
	

	
	SOCIAL COMPUTING & NETWORKS
	

	1
	Misinformation Regulation in the Presence of Competition between Social Media Platforms
	2025

	2
	Social Engineering Analysis Framework: A Comprehensive Playbook for Human Hacking
	2025

	3
	Addressing Urban Food Insecurity Through Data-Driven and Community-Centric Smart City Frameworks
	2025

	4
	CAPTAIN: Capsule Network Integrated With Multilingual Transformer for Textual Abusive Content Detection in Online Social Networks
	2025

	5
	Classifying Scam Calls Through Content Analysis With Dynamic Sparsity Top-k Attention Regularization
	2025

	6
	Enhancing Social Media User’s Trust: A Comprehensive Framework for Detecting Malicious Profiles Using Multi-Dimensional Analytics
	2025

	7
	Proactive Cyber Resilience: A Unified Assessment Methodology for Incident Forecasting With Cyber Threat Intelligence Integration
	2025

	8
	PublicPulse: A Social Media Analysis Framework for Citizen Reactions to Government Actions
	2025

	9
	A Multi-Faceted Approach to Trending Topic Attack Detection Using Semantic Similarity and Large-Scale Datasets
	2025

	10
	Harnessing Social Media to Measure Traffic Safety Culture: A Theory of Planned Behavior Approach
	2025

	11
	Navigating the Web of Disinformation and Misinformation: Large Language Models as Double-Edged Swords
	2025

	12
	Social Engineering Analysis Framework: A Comprehensive Playbook for Human Hacking
	2025

	
	
	

	
	CYBERNETICS AND NETWORK SECURITY
	

	1
	Cyber Attacks Prevention Towards Prosumer-based EV Charging Stations: An Edge-assisted Federated Prototype Knowledge Distillation Approach
	2025

	2
	MAD-CTI: Cyber Threat Intelligence Analysis of the Dark Web Using a Multi-Agent Framework
	2025

	3
	Multi-Stage Adversarial Defense for Online DDoS Attack Detection System in IoT
	2025

	
	
	

	
	MOBILE COMPUTING
	

	1
	Damage Detection Method for Road Ancillary Facilities Integrating Attention Mechanism
	2025

	2
	GooDFlight: Goal-oriented Diffusion Model for Flight Trajectory Prediction
	2025

	3
	Threat Hunting the Shadows: Detecting Adversary Lateral Movement With Elastic search
	2025

	4
	User Preferences-Based Proactive Content Caching with Characteristics Differentiation in HetNets
	2025

	
	
	



